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Introduction

Kerberos was introduced in Windows 2000 (along with Active Directory) and replaced 
Netlogon as the authentication protocol

The first iteration of Kerberos was published by MIT in the 1980s

While there exist some RFC’s for Kerberos, Microsoft has added some modifications

(Nearly) Everybody uses Active Directory; hence, (nearly) everybody uses Kerberos

Kerberos is used as a network authentication protocol
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Introduction

Therefore, Kerbeors is also often abused by threat Actors

Kerberos-based attacks are elementary for every beginning Red Teamer

There are more than enough different types of attacks against Kerberos

This Talk will focus on attacks based on forged Kerberos tickets

Due to Kerberos being a huge topic to explain, I’ll simplify some things here and there
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Kerberos 101
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Kerberos 101

To understand how attackers can forge tickets, we first 
need to understand how Kerberos works

Authentication Flow

Structure of Tickets

Authorization by PAC

(Delegation)

We need to understand the 
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Kerberos Authentication Flow

The basic idea is that a user wants to access a service

To do so, the user needs to prove to the service that he is who he claims to be (authentication)

The service does not trust the user, and the user may not trust the service
 -> But the service and the user both trust the Key Distribution Centre (KDC)

Additionally, the service needs to verify if the user can access the desired data (authorisation)
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Authentication Flow (High-Level)

I want to talk to you

3

Proving who I am1

I want to request a service2
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Authentication Flow (Detailed)

1 AS-REQ

AS-REP2

3 TGS-REQ

4 TGS-REP

5
AP-REQ
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Step 1 – AS-REQ (Authentication Service Request)

1 AS-REQ

AS-REQ

Username

SPN = “krbtgt”

Timestamp
(with user’s hash)
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Step 2 – AS-REP (Authentication service Response)

AS-REP2

AS-REP

Username TGT

SPN = “krbtgt”

Expiry Date

Authorization Data 
(PAC)

Session Key

Username

krbtgt hash

Session Key

Expiry Date

Nonce

user hash
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Step 3 – TGS-REQ (Ticket-Granting-Service Request)

3 TGS-REQ

TGS-REQ

SPN

TGT

Authenticator

krbtgt hash
session key
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Step 4 – TGS-REP (Ticket-Granting-Service Response)

4 TGS-REP

TGS-REP

Username Service Ticket

Service Session Key

Username

Authorization Data 
(PAC)

Service Ticket 
Expiration Date

service hash

Session Key

Expiry Date

Nonce

Session key
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Step 5 – AP-REQ (Application Request)

5
AP-REQ

AP-REQ

Service Ticket

Service Session Key

Username

Authorization Data 
(PAC)

Service Ticket 
Expiration Date

service hash

Username

Timestamp

Session key
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Authentication Flow Summary

Step 1-2: Prove to the KDC who we are
 We get a Ticket Granting Ticket (TGT) that contains krbtgt 
encrypted data to prove it to the KDC next time

Step 3-4: Tell the KDC which Service we want to talk to
 We get a Service Ticket encrypted with the service’s hash

Step 5: Authenticate to the Service
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Authentication Flow (full)

1 AS-REQ

AS-REP2

3 TGS-REQ

4 TGS-REP

5
AP-REQ8

AP-REP 6
PAC-VERIFY REQ

7
PAC-VERIFY REP
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Investigation of Forged Tickets

GOLDEN
T I C K E T

S ILVER
T I C K E T

DIAMOND
T I C K E T

SAPPHIRE
T I C K E T
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Silver Tickets

What is a Silver Ticket?

Detection

Prevention and Remediation



20

Introduction to Silver Tickets

Prerequisit: Access to a service hash

Creation: The Threat Actor creates a raw Service Ticket, modifies and reencrypts it

Scope: Access to a specific service



21

Silver Ticket Workflow

2
AP-REQ

Craft a silver ticket using the Service’s hash1
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Crafting a Silver Ticket

AP-REQ

Service Ticket

Session Key

Username

Authorization Data 
(PAC)

Service Ticket 
Expiration Date

service hash

Username

Timestamp

Session Key
The Threat Actor 
can choose an 

arbitrary Session 
Key

The username to be
impersonated

Service does not 
verify the signature

Threat Actor needs
to obtain this
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How to detect Silver Tickets

When talking about detection, we will try to divide the detections into 
“detecting the behaviour” and “detecting the tool”

We first try to understand the attacks and what traces might be left 
behind, and then look at Implementations of these attacks
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How to detect Silver Tickets - Theory

As the silver ticket completely evades the DC, we can only rely on logs from the system that hosts the 
service

But the absence of information can also be a clue

For example, we would normally expect a TGT-REQ/REP before an AP-REQ 

Event ID 4624 (Logon)

(Optional) Event ID 4672 (Special Privs)

No Event ID 4769 (Service Ticket requested)
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How to prevent a silver ticket

This attack relies on the fact that the Threat Actor can gain access to the Service Account’s 
hash and that the PAC is not verified

To make it harder for the Threat Actor to access the Service Accounts Hash, you can use 
“Group Managed Service Accounts (gMSA)”

To force all Services to verify the PAC, you can enable the “ValidatePAC” setting

source

source

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/group-managed-service-accounts/group-managed-service-accounts/group-managed-service-accounts-overview
https://learn.microsoft.com/en-us/archive/blogs/openspecification/understanding-microsoft-kerberos-pac-validation
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How to remediate a silver ticket

As the Trust of the Ticket relies on the Service’s Password, we need to reset it twice

Or wait until the ticket expires (default 10 hours)

klist purge on threat actors' machine
 They can still just reimport the ticket if they saved it
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Investigation of Forged Tickets

GOLDEN
T I C K E T

S ILVER
T I C K E T

DIAMOND
T I C K E T

SAPPHIRE
T I C K E T



28

Golden Tickets

What is a golden Ticket?

Detection

Prevention and Remediation
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Introduction to golden Tickets

Prerequisite: access to the krbtgt hash

Creation: the Threat Actor creates a raw TGT, insert data into the PAC and reencrypts it

Scope: Full Domain access
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Golden Ticket Workflow

2 TGS-REQ

3 TGS-REP

4
AP-REQ

1 Create a TGT from Scratch. Insert desired data. Encrypt PAC
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Crafting a Golden Ticket

AS-REP

Username TGT

SPN = “krbtgt”

Expiry Date

Authorization Data 
(PAC)

Session Key

Username

krbtgt hash

Session Key

Expiry Date

Nonce

user hash

Username

User RID

User SIDs

Server Signature

KDC Signature
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Using Mimikatz to create a Golden Ticket
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How to detect a golden Ticket

Obviously, as the Threat Actor first needs access to the krbtgt hash, there are plenty of detection 
opportunities beforehand

Again, we will first focus on the behaviour
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How to detect a golden Ticket

A golden ticket is created from scratch, meaning we don‘t have a preceding 
AS-REQ/AS-REP

Are there any reliable indicators for such behaviour?
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How to detect a golden Ticket – Abnormal Authentication 
flow

Requesting a TGT generates Event ID 4768 on a DC
 A Kerberos authentication ticket (TGT) was requested

Requesting a Service Ticket generates Event ID 4769 in a DC
 A Kerberos service ticket was requested

Event ID 4624 (Logon)

(Optional) Event ID 4672 (Special Privs.)

Event ID 4768 (TGT requested)

Event ID 4769 (Service Ticket requested)

TGT default lifetime: 10 hours
DC Log rotation: ~3 hours
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How to detect a golden Ticket – Tool based approach

As the detection based on tools for golden tickets is similar to that of diamond and 
sapphire tickets, we will talk about them later
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Investigation of Forged Tickets

GOLDEN
T I C K E T

S ILVER
T I C K E T

DIAMOND
T I C K E T

SAPPHIRE
T I C K E T
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Diamond Tickets

What is a Diamond Ticket?

Detection

Prevention and Remediation
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Introduction to Diamond Tickets

Prerequisite: access to the krbtgt hash and the hash of a low-priv user

Creation: the Threat Actor modifies a existing TGT, insert data into the PAC and reencrypts it

Scope: Full Domain access
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What is a Diamond Ticket

A “improved” Golden Ticket

Threat Actor first requests a legitimate TGT

As the Threat Actor has the krbtgt hash, they can decrypt the PAC, insert specific values and 
reencrypt it

Compared to a golden ticket, this flow looks more legitimate as we have a proper AS-REQ/AS-
REP before Ticket usage
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Diamond Ticket Workflow

AS-REQ6

AS-REQ1

AS-REP2

Use the krbtgt hash to decrypt and modify PAC3

Use modified TGT for TGS-REQ4

TGS-REP5
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Detecting Diamond Tickets

With Diamond Tickets, we have a full and proper Kerberos flow

We can’t rely on the absence of steps in the Kerberos authentication

Instead of focusing on anomalies in the flow, we need to focus on anomalies in the use of 
the Tickets

But first, we need to understand how a Threat Actor would use such a ticket
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Detecting Diamond Tickets

The Threat Actor uses Diamond Tickets for maintaining persistence for a high-privileged 
account (like a domain admin)

There are some Scenarios that could ease the detection
Scenario A: The TGT is requested for a low-privileged user, and the Service Ticket for a high-
privileged user
Scenario B: The user for the TGT and the Service Ticket are the same
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Detecting Diamond Tickets – Scenario A

If the Threat Actor requests a TGT for a low-privileged user and then changes the PAC to 
insert the domain administrator, we have an anomaly for hunting

The same source IP is used for both Tickets, without a prior TGT for the Domain Admin

Event ID 4768 (TGT requested) for Bob

Event ID 4769 (Service Ticket requested) – for Domain Admin

An OpSec aware Threat Actor 
will obviously know that
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Detecting Diamond Tickets – Scenario B

If the Threat Actor requests a TGT and the following Service Ticket for the same user ( just 
modify groups, etc. in the PAC), we can’t hunt for this mismatch

Our (more or less) only anomaly would be the source IP
Is that normally used by the Domain Administrator?

Besides that (normally) any use of a Domain Administrator is at least noteworthy
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Investigation of Forged Tickets

GOLDEN
T I C K E T

S ILVER
T I C K E T

DIAMOND
T I C K E T

SAPPHIRE
T I C K E T
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Sapphire Tickets

What is a Diamond Ticket?

Detection

Prevention and Remediation
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Introduction to Sapphire Tickets

Prerequisite: access to the krbtgt hash and Hash of a low-priv user

Creation: the Threat Actor modifies a existing TGT, insert data into the PAC and reencrypts it

Scope: Full Domain access
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What is a Sapphire Ticket

Same idea as diamond ticket, again “improvement” of golden ticket

Get a valid TGT, modify the PAC, and then use it to get a valid Service Ticket

The difference lies in how the PAC is populated

Diamond tickets include arbitrary PAC information, meaning they can differ from what is 
expected and, therefore, be suspicious

A Sapphire ticket uses a “trick” to get the correct PAC information for any given user, hence 
making the ticket look more realistic
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Kerberos Delegation – S4U (S4U2Self + U2U)

S4U is a Kerberos extension

It allows you to request a Service Ticket on behalf of another user

The idea is to request a Service Ticket for the user that the Threat Actor wants to impersonate

Then copy his PAC from the Service Ticket into the legitimately requested TGT



TGS-REP for S4U2Self + U2u5
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Sapphire Ticket Workflow

AS-REQ7

AS-REQ1

AS-REP2

S4U2self + u2u to retrive PAC for specific user3 “Merge” TGT + S4U2Self + U2U TGS6

S4U2Self + U2U TGS-REQ4
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How to detect a sapphire ticket

We are facing the same issues as with the diamond tickets

The Kerberos Authentication flow is complete

Theoretically, the steps are the same as with diamond tickets

However, S4U2self leaves some logs behind
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How to detect a sapphire ticket – S4U2Self + U2U

AS-REQ/REP for User A1

S4U2Self + U2U for User B2

We can look for AS-REQ/TGS-REQ from the same IP for different 
users in quick succession
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Forged Ticket comparision

Ticket Type Target Key Scope DC Interaction
Golden KRBTGT Entire Domain No AS-REQ/REP
Silver Service Account Specific Service None
Diamond KRBTGT Entire Domain Full Flow
Sapphire KRBTGT Entire Domain S4U2Self + TGS



55

Behavior Detection Summary

As we’ve seen, there are no high-precision detections for forged tickets

Especially in crowded environments, these theory-based detections can 
generate a lot of false-positives, and tuning would be required

In an incident, you don’t have time for that, and maybe not even the needed 
data

That's why artefacts from popular tools might give us some advantage
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Tool-based detections

Now that we’ve looked at detections based on the behaviour, let’s look at 
traces left behind by their implementation in popular tools

Most common tools: Mimikatz, Rubeus and Impacket
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How to detect a Forged Ticket - Lifetime

The easiest way to detect a forged ticket is by looking at its lifetime

When creating a forged ticket using Mimikatz, Rubeus or Ticketer, the default lifetime is 10 years

Can you change the lifetime? -> Of Course
Does everybody do that? -> Of course not
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How to detect a golden Ticket - Lifetime

To view the lifetime of tickets, we can use the klist command on a system

To scale this over all systems, e.g., Velociraptor can be used

https://docs.velociraptor.app/exchange/artifacts/pages/windows.kerberos.goldentickettriage/
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How to detect a golden ticket – Default user and Groups

By default, Windows does not log 
Group Memberships
We can enable Event ID 4627 
(Group membership Information)
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How to detect a Golden/Diamond/Sapphire Ticket - Logins

Threat Actors often use the domain administrator as a target account for the Forged Tickets

Normally, domain administrators do not log in from arbitrary systems, but only a few selected 
ones

So we can compare TGS-REQ/AP-REQ for Domain Administrators for their source

Maybe we can correlate findings based on the source machine
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Automating all of this (and more)

There is an interesting Proof-of-Concept for these detections and more

The tool is called WonkaVision

It employs a lot of “Indicators of Attack (IOA)” to give Scores to suspicious tickets

One downside is that you give it access to your krbtgt key

An overview of all employed IOAs can be found in the function AnalyseSession

https://github.com/0xe7/WonkaVision
https://github.com/0xe7/WonkaVision/blob/main/WonkaVision/lib/Analyze.cs
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Prevention and Remediation
Golden, Sapphire and Diamond Tickets
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How to prevent a golden/diamond/sapphire Ticket

Well, you let your Domain fall ;)

Generally, everything that hardens your Domain Controller/Domain Administrators will help

Limit the number of systems from which Domain Administrators can log in

Domain Controllers are Tier 0 Systems; make sure

MFA for Domain Administrators

Enable more Logging!

Some things can’t be detected with native Windows Logging, EDR/XDR’s are recommendet
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How to remediate a golden/diamond/sapphire Ticket

“Rotate the krbtgt password twice” most commonly known remediation
But why twice, and how much time should be between the rotations?

The Domain Controller holds the last password and can use that in case there 
are any issues

Therefore only resetting the password once is not enough

The second rotation should be performed when the first change has 
successfully propagated trough the domain

source

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-reset-the-krbtgt-password
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Summary and Conclusion

Investigation of forged tickets is difficult for common enterprises

To fully investigate such behavior telemetrie Is needed that is not not available

As golden/diamond/sapphire require krbtgt access, it is always to good idea to rotate 
krgtbt hash nonetherless in case of a major incident

Less usage by FinCrime more by APT


